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1. KM

RORSHITFF 328 -> %I(Options) -> 4% (Advanced) -> &)
#& (Network) ->i&E (Settings) " , W TNEF=:

Connection Settings

Configure Proxies to Access the Internet

() Auto-detect proxy settings for this network
(_) Use system proxy settings

(® Manual proxy configuration:

HTTP Proxy: | 204.74.210.83 Port: [53760/%
Use this proxy server for all protocols
SSL Proxy .83 Port:
ETP Proxy Port:
SOCKS Hos Port:

No Proxy for:
localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24
() Automatic proxy configuration URL:

| oK Cancel Help

MAREE IPFIiRE, @ik "FFEXERERNE" | #E.


http://www.iprent.cn

REFIFHESMLL, £HI “Authentication Required” B (MITFER) |,
ANERAFRSMNER, RERT., FIRE "CEZEE" &8, XETNRHA
FBERESHARFETERS.

0 The proxy moz-proxy://204.74.210.83:53760 is requesting a username and password. The
v site says: "Packet Flip Private Proxies”
User Name: |
Passwaord:
oK Cancel
= ; 1
& F www.ip138.com/
‘\.’ Would you like to remember the password for =
' "kunzhipeng® on
é"“-’ moz-proxy://204.74.210.83:53760? I
| Remember Password | - | 3¢
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2. 1IE/360
ROREEFIFF 38 -> TH -> Internet i%I0 -> &% -> BiENIEE" , 4

& "J9 LAN ERCEIRS R | REERiRE. TERR:

e

| E.- EERANNERSENIE wi

E .
HTTP(H): | 204.74.210.83 | = |53760 |
2o 2047421083 | . |53760]
FeE: | | - | |
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AEFIFHEENLL, SHEL "Windows 22" B0 (WTFER) | BWMARERN
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iexplore.exe
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3. Chrome

BIEANEARSNE, RERGAEGEN [E—H.

SEZUETFIEIT % Chrome (CIEIR(SRETENIE, a0 "SwitchyOmega”, &3
hRAY SwitchyOmega il BEFFRERFIBATRIRARMER, WTE
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1. PythoniEs
SN BIES:

~5l—: {#F8 requests

import requests

proxies = {
'http': 'http://username:password@ip:port"',
'"https': 'http://username:password@ip:port',

}

print requests.get('http://httpbin.org/ip', proxies=proxies) .content

M {sEF urllib2

import urllib?2

# {RE9HTTPCIE

proxy = 'username:password@ip:port'

# AREISIRIRIRILE

url = 'http://httpbin.org/ip'




opener = urllib2.build opener()
if url.lower().startswith('https://"):

opener.add handler (urllib2.ProxyHandler ({'https' : proxy}))
else:

opener.add handler(urllib2.ProxyHandler ({'http' : proxy}))

request = urllib2.Request (url)
response = opener.open(request)
content = response.read()
print content

~B=: {$EFE Selenium

1) + Phantomijs

from selenium import webdriver

service args = ['--proxy-auth=username:password', '—--proxy=ip:port']
driver = webdriver.PhantomJS(service args=service args)

driver.get ('http://httpbin.org/ip")

print driver.page source

2) + Chrome

from selenium import webdriver

options = webdriver.ChromeOptions ()
options.add argument('--proxy-server="http://ip:port"")
driver = webdriver.Chrome (chrome options=options)

driver.get ('http://httpbin.org/ip")
print driver.page source

PS: “Selenium + Chrome” W3ZHpH A AR INUE, FRATEX BAH TR TR
http://www. site-digger. com/html/articles/20160803/129. html

3) + FireFox

from selenium import webdriver

fp = webdriver.FirefoxProfile()

fp.set preference('network.proxy.type', 1)

fp.set preference('network.proxy.http', "ip')

fp.set preference('network.proxy.http port', int('port'))
driver = webdriver.Firefox(firefox profile=fp)

driver.get ('http://httpbin.org/ip")

print driver.page source

PS: “Selenium + Firefox” W3 L MBS IAUE, FATEX BAH T WiFh kT %
(1) http://www. site—digger. com/html/articles/20180822/662. html :
(2) http://www. site—digger. com/html/articles/20190115/695. html ;

~f5IPY: {$EF3 Scrapy

import base6c4



http://www.site-digger.com/html/articles/20160803/129.html
http://www.site-digger.com/html/articles/20180822/662.html
http://www.site-digger.com/html/articles/20190115/695.html

# IRENE

request.metal['proxy']l = "http://ip:port"

# BIMAIESL

user pass = baseb64.encodestring('username:password')
request.headers['Proxy-Authorization'] = 'Basic ' 4 user pass

2. PHPiES

S WA R RBIAES:

<?php
function curlFile (Surl, Sproxy ip, $Sproxy port, $loginpassw)

{

//$loginpassw = 'username:password';
//Sproxy ip = 'ip';

//Sproxy port = 'port';

//$Surl = 'http://httpbin.org/ip';

$ch = curl_init();

curl setopt($ch, CURLOPT_URL, Surl);

curl_ setopt($ch, CURLOPT_HEADER, 0);
curl_setopt(sch, CURLOPT_ RETURNTRANSFER, 1)

curl setopt(Sch, CURLOPT_ PROXYPORT, Sproxy port);
curl_setopt($ch, CURLOPT_ PROXYTYPE, 'HTTP');

curl setopt(Sch, CURLOPT_ PROXY, Sproxy ip);

curl setopt($ch, CURLOPT_ PROXYUSERPWD, Sloginpassw);
$data = curl_exec(Sch);

curl close (Sch);

return S$data;

3. C#B=

S WA B

HttpWebRequest request = (HttpWebRequest)WebRequest.Create (URL) ;

IWebProxy proxy = request.Proxy;
if (proxy != null)
{

Console.WriteLine ("Proxy: {0}",
proxy.GetProxy (request.RequestUri)) ;
}
else
{

Console.WritelLine("Proxy is null; no proxy will be used");

}

WebProxy myProxy = new WebProxy();

Uri newUri = new Uri("http://ip:port");

// Associate the newUri object to 'myProxy' object so that new
myProxy settings can be set.

myProxy.Address = newUri;

// Create a NetworkCredential object and associate it with the




// Proxy property of request object.
myProxy.Credentials = new NetworkCredential ("user", "password");
request.Proxy = myProxy;

4. JavaiEs

it

HttpClient httpClient = new HttpClient () ;
httpClient.getHostConfiguration () .setProxy("proxy ip", port);
httpClient.getParams () .setAuthenticationPreemptive (true) ;

// XEIRERENAFEED
httpClient.getState () .setProxyCredentials (AuthScope.ANY, new
UsernamePasswordCredentials ("username", "password")) ;

i

System.setProperty("http.proxyHost", "proxy ip");
System.setProperty("http.proxyPort", "port");

URL url = new URL("http://www.site-digger.com/");
URLConnection uc = url.openConnection();
String encoded = new String

(Baseb64 .base64Encode (new
String("username:password") .getBytes()))

// Bl—N"Proxy-Authorization"SAMECIEIAUE
uc.setRequestProperty("Proxy-Authorization", "Basic " + encoded);
uc.connect () ;

Fit=:

import java.net.Authenticator;
class ProxyAuthenticator extends Authenticator {
private String user, password;

public ProxyAuthenticator (String user, String password) ({
this.user = user;
this.password = password;

}

protected PasswordAuthentication getPasswordAuthentication() {
return new PasswordAuthentication (user,
password.toCharArray()) ;
}
}

Authenticator.setDefault (new ProxyAuthenticator ("user", "password"));
System.setProperty("http.proxyHost", "proxy ip");
System.setProperty("http.proxyPort", "port");




5. GoiEg

package main

import (
"encoding/base64"
"fmt"
"io/ioutil"
'Vloq”
"net/http"
"net/http/httputil"
"net/url"

)

func main () {

// {CI8 1P FNiE0

proxyStr := "http://proxy ip:proxy port"
proxyURL, err := url.Parse (proxyStr)
if err != nil {

log.Println(err)

// ERERIERR URL

urlStr := "http://httpbin.org/ip"
url, err := url.Parse(urlStr)
if err !'= nil {

log.Println(err)

/ /%5 Transport IREE

transport := &http.Transport{
Proxy: http.ProxyURL (proxyURL),

}

// http Client
client := &http.Client{
Transport: transport,

// ¥JE HTTP GET 53K
request, err := http.NewRequest ("GET", url.String(), nil)
if err !'= nil {

log.Println(err)

// sl proxy authentication sk

auth := "user:password"

basicAuth := "Basic " +
base64.StdEncoding.EncodeToString ([]byte (auth))

request.Header.Add ("Proxy-Authorization", basicAuth)

// RNT X HTTPS (Web fEE) Y, LATRRITARELD




transport.ProxyConnectHeader = http.Header({}
transport.ProxyConnectHeader.Add ("Proxy-Authorization",
basicAuth)

// FTEDEREWE

dump,  := httputil.DumpRequest (request, false)
fmt.Println(string (dump) )

/] RHIEK
response, err := client.Do(request)
if err !'= nil {

log.Println(err)

}

log.Println (response.StatusCode)
log.Println (response.Status)

// IRENNEEHE
data, err := ioutil.ReadAll (response.Body)
if err !'= nil {

log.Println(err)

}
// FIENNEEUE

log.Println(string (data))

6. curl Sl wget <

curl TS

| curl -x username:password@ip:port “http://httpbin.org/ip”

curl epMIRA0 FEFfZR (HTTP 0 HTTPS 13325F)

qi@kunzhipeng-server3:~$
tj]'i\"_ﬁkunzh'ipeng-server3:-5 curl -x test:kzp2019@23.91.7.18:8080 :_f’_x‘httpb'in.org_;"ip
L

“originT: "23.9L.7.18; 23.91.7.18"

qi@kunzhipeng-server3:~§ curl -x test:kzp2019@23.91.7.18:8080 lhttps|: //httpbin.org/ip
: TarTgants “23.91:#.48, 23.91.7.18"

qi@kunzhipeng-server3:~§ i

wget apS 7l

wget -e "http proxy=http://username:passwordlip:port"
“http://httpbin.org/ip”
wget -e ”ittpsiproxy:ittp://uscrnamc:pas;
“https://httpbin.org/ip”

vord@ip:port"

Wget e SR FERfx (HTTP #0 HTTPS 19374F)



q1@kunzhipeng-servers3:~3 ) i - " .
a'i‘:'iil\unzh'ipeng-serverB:-S wget -qo- -e '=http:/’f’test:l\zp2019~1123.91.?.18:8080":_,-"_;httpb1n.org/1p
" "origin": "23.91.7.18, 23.91.7.18"

1
?imkunzhipehg-server3:-s wget -qO- -e "https_proxyshttp://test:kzp2019@23.91.7.18:8080" |httpg://httpbin.org/ip
L

"origin": "23:91.7.18, 23.91.7.18"
q

4 .
gi@kunzhipeng-server3:~§ |

By: BAMIEIES AT Web SUEXRE?

£ Web $iEREF N T B RE RS e BB I TERIBRE L.
B2, HIEMENREEREST Web #iERE. THIERISHIEIRAAR
42 HHAYISAR.

HRIE HTTP REERER MR LUSE D AL LR

1. i#EBPIEIE (Transparent Proxies)
BtriRSS saei i MZ ESCAYIR (P,

BiriRSSesRYIE HTTP iESLE TIRN, FIMrikiE:

REMOTE_ADDR = RIZfR$3EE IP

HTTP_VIA = BEANIERSSRS 1P (BWEREETR, ERTsERILtsk)
HTTP_X_FORWARDED FOR = ESCVE IP (RERIERS, FittsLaiEh=)
PS: ZRENERNEEHAT Web UERE.

2. (EiBE) E®CIE (Anonymous Proxies)
BiriRS s ACNZIESCRYE P, {BEemtCNZRIER TR,

HE IR :

REMOTE_ADDR = RIZfR$3EE IP

HTTP_VIA = BEARIERSEE IP (SIEREER, BARIEERILL)



HTTP_X_FORWARDED FOR = {{EBIRS3EE IP (AIE(REMRTRIE, B 4B
#ELSCIE IP)

PS: 1ZREURET AT Web #iERE, BBHICNEIRINEG.
3. BE&I®E (High Anonymity Proxies -Elite proxies)
BiriRS SR A NEHRERFERNE.

HeE

REMOTE_ADDR = XIFR$3EE IP

HTTP_VIA = {EAZE L

HTTP_X_FORWARDED FOR = ;&#(Eak Tl Sk

PS: 1ZERRRIEIFRIEG R Web #UERE, ERISEHIEIVTEIESRIE
HAYEERNEERRERINIE,

o, ANMERRER A HAYL:

REMOTE_ADDR =EsCiE IP

HTTP_VIA = ATtk

HTTP_X FORWARDED FOR = i&¥aEai itk

A, ERNFEEIERT, BIERE HTTP_VIA 3L
HTTP_X_FORWARDED_FOR sk, #NER%FZE HTTP_PROXY_CONNECTION 3k,
SEANEEREBERNE,

BRAHRA T — MUERTIGED, 7o B A] Bt R4
FEFRIEER (NTE) -

http://proxies.site-digger.com/proxy-detect/


http://proxies.site-digger.com/proxy-detect/

€ & proxies.site-digger.com/proxy-detect/

REXRR. FEELRE

REMOTE_ADDR = 121.14.9.75

HTITP VIA = 1.1 =scmgateway. ctfweben. local
HTTP_X_FORWARDED_FOR = JniZisk

HTTP_PROXY_CONNECTION = FhiZisk
LR &

BEMSTELZ HTTP IR T :

http://proxies.site-digger.com/proxy-test/

SRS EURIRMESMRIES R, FRIEEEXE:

http://www.site-digger.com/html/proxies.html



http://proxies.site-digger.com/proxy-test/
http://www.site-digger.com/html/proxies.html

	如何使用HTTP代理？

